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Introduction:
Law enforcement intelligence is an important element of an effective crime-fighting
program. Terrorists, narcotics traffickers and members of other organized crime
enterprises have developed elaborate mechanisms to conceal their activity and commit
crimes. Simply arresting an organization member for a specific crime does not eliminate
the criminal threat if the larger organization survives and continues to have the capacity
to commit crimes. Intelligence operations, however, pose enormous risks to a free
society for a number of reasons, including: 1) intelligence work is often conducted in
secret making it hard to monitor; 2) intelligence work runs a greater risk of infringing on
rights of innocent citizens due to the frequent need to target what appear to be legitimate
entities, since organized crime often seeks to corrupt legitimate businesses or
organizations to criminal ends; and 3) intelligence work, particularly when it focuses on
groups that seek to advance political agendas by violence, risks targeting groups for
legitimate political expression rather than criminal activity. This complex mix of
concerns over conducting an effective investigation while protecting rights of privacy and
free expression points to the importance of developing guidelines for fair and effective
law enforcement intelligence.

The United States’ Example and the Attorney General’s Guidelines:
The United States has struggled with how to regulate properly law enforcement
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intelligence investigations. In the 1960s and 1970s, there were widespread allegations
that the Federal Bureau of Investigation (the “FBI”), the U.S. government’s primary
criminal investigative agency, had abused its law enforcement powers to harass nonviolent political groups. In response, a Senate Committee directed by Senator Frank
Church (the “Church Committee”) 1 investigated. The Church Committee found that, in
fact, the FBI had: 1) maintained massive numbers of files at FBI headquarters that
detailed political activity of individuals; 2) conducted investigations into domestic
political groups; and 3) infiltrated such groups and conducted surveillance of them, solely
based on an individual’s or group’s political affiliation rather than for any legitimate
criminal investigative purpose. 2

These revelations led to significant reforms during the seven years following the
Church Committee hearings. Among other things, the U.S. Attorney General established
regulations for the FBI, published in 1983, called “The Attorney General’s Guidelines on
General Crimes, Racketeering Enterprise and Domestic Security/Terrorism
Investigations,” (the “Guidelines”). 3 At their core, the Guidelines attempted to balance
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the legitimate needs of law enforcement to investigate sophisticated criminal enterprises
with the need to safeguard citizen rights. The Guidelines present a useful example of
how to approach many of the problems inherent in regulating law enforcement
intelligence. A review of these regulations provides insight into problems facing any
society seeking to resolve these issues within the contours of their own legal systems.

The Investigative Implications of the Difference Between Organized Crime and Common
Crime:
Organized crime and political terrorism pose fundamentally different challenges
to society and law enforcement than what can be characterized as common crime. There
is a dramatic difference between investigating a terrorist cell or a narcotics trafficking
organization and a bank robbery. The standard investigative tools and techniques
employed to identify and prosecute a common criminal fall short when faced with the
challenge of an organized and sophisticated criminal enterprise. The Guidelines
articulate the difference as follows:
[A]n investigation of a completed criminal act is normally confined to
determining who committed that act and with securing evidence to
establish the elements of the particular offense. It is, in this respect, selfdefining. . . . While a standard criminal investigation terminates with the
decision to prosecute or not to prosecute, the investigation of a criminal
enterprise does not necessarily end, even though one or more of the
participants may have been prosecuted. 4

Inherent in the concept of an “enterprise” is the notion that these criminal
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organizations operate with a coherent organizational structure, much the way a legitimate
enterprise would. Members of a criminal enterprise often play limited roles that in
isolation would not necessarily appear particularly nefarious or even illegal, but may
provide critical support to the overall enterprise. 5 If the FBI were restricted to the
investigation of discrete acts as separate crimes, this would create two problems. First,
often an isolated act may not be criminal unless it is understood in the larger context of
the enterprise’s activities. Second, the inability to coordinate a broad-based investigation
that truly corresponds to the extent of the criminal activity would hobble effective
information sharing and strategic planning.

With a broader potential scope than an investigation of a common crime, a
criminal intelligence investigation may target “enterprises who seek either to obtain
monetary or commercial gains or profits through racketeering activities or to further
political or social goals through activities that involve criminal violence.” 6 Among other
things, the Guidelines authorize the FBI to investigate: 1) the size and composition of the
group involved, including identifying the members of the enterprise and other persons
likely to be knowingly acting in furtherance of its criminal objectives, provided that the
information concerns such persons’ activities on behalf or in furtherance of the
enterprise; 2) the finances of the enterprise; 3) its geographic dimensions; 4) its past acts
and intended criminal goals; and 5) its capacity for harm. In practice, this means that
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what might otherwise would be a series of isolated investigations can be linked in a larger
investigative effort. 7

The Appropriate Role for a Criminal Intelligence Investigation:
With these goals and criteria in mind, the Guidelines set forth specific
circumstances when the FBI can begin an investigation of an organized criminal
enterprise or a domestic terrorist organization. If law enforcement were simply able to
label every common crime the work of a criminal enterprise, than there would be no
practical limit on criminal intelligence investigations.

The Guidelines set forth two broad set of criteria for the use of a criminal
intelligence investigation. First, in the case of organized crime investigations, the
Guidelines authorize a criminal intelligence investigation when:
facts or circumstances reasonably indicate that two or more persons are
engaged in a continuing course of conduct for the purpose of obtaining
monetary or commercial gains or profits wholly or in part through
racketeering activity. 8
The Guidelines define racketeering activity to include only a certain subset of activities,
including “violence, extortion, narcotics, or systematic public corruption.” 9 Second, in
the case of domestic terrorism investigations, the Guidelines set the following standard:
[T]he facts or circumstances reasonably indicate that two or more persons
are engaged in an enterprise for the purpose of furthering political or
7

Id. at 15.

8

The Guidelines at 11.

9

The Guidelines at 11. In order to investigate enterprises involved in activities other than those specified
in the Guidelines, the director of the FBI and the US Attorney General must certify in writing that such an
investigation is justified by “exceptional circumstances.” Id.

5

social goals wholly or in part through activities that involve force or
violence and a violation of the criminal laws of the United States. 10
In either case, prior to undertaking an investigation, the FBI must show “facts or
circumstances” that “reasonably indicate” that a group is involved in racketeering activity
or is going to use “violence” to promote its political cause. A “reasonable indication” is
more than a mere “hunch,” guess or intuition. 11 There must be 1) an evaluation of all the
facts and circumstances, 2) by a prudent investigator, that 3) allows the investigator to
articulate specific facts or circumstances indicating a past, current, or impending
violation of law. The standard of a “reasonable indication” captures the importance of
preventing the subjective whim of an investigator from controlling the classification of an
investigation.

Additional Risks of Investigating Political Groups (Part I):
In the case of a domestic intelligence investigation of politically-motivated crime,
the need for additional controls is particularly strong because of the danger of
investigations targeting legitimate political activity. In many ways, this remains the most
controversial aspect of the Guidelines and the most difficult problem facing any
regulator. Given the overwhelming power of a national law enforcement network, there
are great temptations to the party in power or to those who control the law enforcement
agency to deploy law enforcement resources to defend their own principles or ideals. In
addition, there are ample examples of political movements that include both a non-violent
political wings unrelated to the efforts of criminal elements who are attempting to pursue
10
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the same or similar agenda through violent and criminal means. If law enforcement were
to pursue those involved only in peaceful political expression, it would clearly violate
rights of free expression, without countering the criminal element.

The Guidelines address these concerns in two ways. First, a criminal
investigation cannot be based “solely on activities [speech and media activity] protected
by the First Amendment [of the U.S. Constitution] or on the lawful exercise of any other
rights secured by the Constitution or laws of the United States,” but must be considered
“in context” to establish a threat of violence and criminal activity. 12 This is designed to
ensure that a criminal intelligence investigation does not target unpopular opinions or an
unpopular political party. The investigation ultimately must have a “legitimate law
enforcement interest,” i.e. to prevent, investigate or prosecute a crime. The Guidelines
also mandate that any investigation must be conducted with as little “intrusion into the
privacy” of individuals as possible under the circumstances. 13

Second, the Guidelines mandate “tighter management controls and higher levels
of review” than would be required in the investigation of an ordinary crime. 14 Thus, a
senior FBI supervisor is required to authorize the investigation. The Guidelines also
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mandate that the FBI report its initiation of an investigation to prosecutors within the
Department of Justice. These prosecutors, in turn, can request additional information
about the investigation. Although the prosecutors do not have the power to authorize or
terminate an investigation, prosecutors can play an important role in ensuring that
investigations are properly targeted to meet the legal requirements of any future potential
prosecution. 15

The Role of a Preliminary Investigation:
Whether an investigation targets organized crime or terrorism, there will still be
cases when an investigator cannot articulate a “reasonable indication” of facts sufficient
to support a full investigation. In that case, an investigator may still need to conduct
further inquiry than simply checking out the initial lead. The Guidelines regulate such a
preliminary inquiry. These inquires are limited to ensuring that the investigation solely
obtains information necessary to make an informed judgment as to whether a full
investigation is warranted. Again, this preliminary investigation requires oversight by
supervisory FBI agents. In addition, if the nature of the investigation concerns certain
sensitive matters, including investigations that target political, media or religious
organizations, 16 the FBI must notify a federal prosecutor of the existence of the
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investigation. 17

Although the preliminary inquiry places few restrictions on the types of
investigative techniques allowed (barring only those which require judicial approval, mail
covers — a technique in which an investigator records the name and address of letters
being delivered to a particular person while the letter is still at the post office — mail
openings and nonconsensual electronic surveillance), the preliminary inquiry is to be of
short duration and to use the “least intrusive means” possible. The Guidelines
acknowledge that the target of an investigation may have important concerns about his or
her reputation, which even the hint of an investigation could undermine. 18 Particularly in
a political context, an investigation itself can have a chilling effect on otherwise protected
political protest and expression.

Limits on the Duration of Criminal Intelligence Investigations:
Criminal intelligence investigations will almost always be of longer duration than
a regular criminal investigation. The Guidelines explain this as follows:
[T]he organization provides a life and continuity of operation that are not
normally found in a regular criminal activity. As a consequence, these
investigations may continue for several years. Furthermore, as Justice
Powell noted, the focus of such investigations “May be less precise than
that directed against more conventional types of crime.” United States v.
United States District Court, 407 U.S. 297, 322 (1972). Unlike the usual
criminal case, there may be no completed offense to provide a framework
for the investigation. . . . [T]he investigation is broader and less
discriminate than usual, involving “the interrelation of various sources and
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types of information.” Id. 19
Still, it would seem to defeat the purpose of any regulation if there were no limits on how
long an inquiry could proceed without any review or update. There are two important
reasons for this. First, an open-ended inquiry poses too great a danger of losing its focus
on a group’s criminal objectives and simply become a review of a group’s advocacy or
policies. Second, a law enforcement organization must target its limited resources
strategically to combat the most urgent crime and not become distracted by lengthy and
unproductive investigations.

The Guidelines provide that FBI supervisors can authorize criminal intelligence
investigations for 180-day periods, subject to reauthorization by FBI supervisors at the
end of the term. In addition, in cases of domestic security or terrorism investigations, the
Guidelines require the Department of Justice to review FBI intelligence investigations at
least annually. These authorization and review requirements are designed to ensure that
an investigation does not continue longer than necessary. This does not mean that a
group must be actively undertaking crimes for an investigation to continue. For example,
if a group is dormant, but still suspected of preparing for criminal activity, the Guidelines
do not require the FBI to close the investigation. The investigation, however, must be
limited to development of facts that evidence a return to criminal activity. 20

Permissible Investigative Techniques:
One of the basic rules of criminal investigative work is that it must be conducted
19

Id. at 9 – 10.

20

Id. at 12.

10

in accordance with applicable law. In the U.S., this means that certain intrusions on a
person’s privacy are only allowed pursuant to judicial authorization based on a finding
that there is probable cause to believe that a crime was committed. The Guidelines do
not alter this basic balance between individual privacy interests and the government’s
interest in effective law enforcement. On the one hand, an effective regulatory regime
should clearly rule out blatantly illegal means by which agents could collect intelligence
information. On the other, given the long-term nature of intelligence investigations, law
enforcement must ensure that it is not unduly intruding on the privacy of law-abiding
citizens, even if the investigative techniques are lawful.

The Guidelines seek to address these concerns by imposing a general rule that
FBI investigations should employ the least intrusive measures possible. Specifically, the
Guidelines provide that the FBI may:
Use any lawful investigative technique. Before employing a technique,
the FBI should consider whether the information could be obtained in a
timely and effective way by less intrusive means. Some of the factors to
be considered in judging intrusiveness are adverse consequences to an
individual’s privacy interests and avoidable damage to his reputation.
Whether a highly intrusive technique should be used depends on the
seriousness of the crime and the strength of the information indicating the
existence of the crime. 21
Within this general framework, the Guidelines also enumerate certain restrictions on
certain types of investigative techniques, including certain types of electronic
surveillance and use of confidential informants. 22
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Additional Risks of Investigating Political Groups (Part II):
As in the case of the initial decision to investigate a political oriented group, the
decision about the appropriate investigative techniques holds special risks. In the U.S.
experience, for example, FBI agents infiltrated political groups and posed as members of
these groups solely for the purpose of gathering information about the groups’ political
views. This not only impermissibly infringed on the free expression rights of the
members of the groups, but ran the unacceptable risk that the FBI was actually
influencing the activity of the group. As the U.S. experience illustrates, any investigation
of a political group holds out a heightened risk of “dirty tricks” on the part of the
investigating agency. Simply monitoring a political demonstration can infringe on
political expression if the participants in the demonstration believe that they are being
targeted by the government for additional investigation simply on the basis of their
appearance at a peaceful political event.

The Guidelines provide an example of the regulation of two lawful investigative
techniques that are subject to abuse, namely 1) undercover operatives in political groups;
and 2) monitoring of political demonstrations. As the Guidelines note, “special care must
be exercised in sorting out protected activities from those which may lead to violence or
serious disruption of society.” As a consequence, the “[G]uidelines establish safeguards
for group investigations of special sensitivity, including tighter management controls and
higher levels of review.” 23 In the case of the use of undercover agents or informants
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agaist political groups, the FBI must obtain additional approvals as well as notify the
Department of Justice. 24 In the case of investigations of political demonstrations, the
FBI cannot begin such an investigation “in the absence of any information indicating
planned violence by a group or enterprise.” “[M]ere speculation that force or violence
might occur during the course of an otherwise peaceable demonstration is not sufficient
grounds for the initiation of an investigation.” 25 The Guidelines draw a distinction
between peaceful assembly, which must be free from scrutiny, and violent
demonstrations, which legitimately require a law enforcement response.

Limitations on Information Storage and Sharing:
In addition to the actual investigation itself, any regulation of law enforcement
intelligence also must address what can be done with the information collected and with
whom it can be shared. There are certainly legitimate uses for law enforcement
intelligence. For example, if a law enforcement agent learns about a threat to the
president or other elected official, it would be important to share that information. The
Guidelines, in fact, permit the FBI to provide information to another federal or state or
local law enforcement agency to assist in law enforcement efforts or to prevent a crime,
violence or any other conduct dangerous to human life. 26 The Guidelines also allow the
FBI to cooperate with the Secret Service (the agency assigned to protect the President of
the United States) in order to thwart criminal action that could threaten the President. 27
24

Id. at 17

25

Id. at 14

26

Id. at 18.

27

Id.

13

On the other hand, however, both the U.S. and other nations have had bad
experiences when government agencies are able to gather information and maintain
investigative files on citizens for reasons unrelated to a specific criminal investigation.
Although this topic is somewhat outside the scope of this paper, the U.S. has developed
extensive regulations to control what information the government can maintain about
citizens and with whom such information can be shared. The Guidelines incorporate
some aspects of these regulations by, among other things, preventing the FBI from
maintaining files on activity not related to criminal activity, beyond a conventional
reference library. 28 This aspect of the Guidelines has been interpreted by the Department
of Justice in the context of other laws that govern privacy concerns of citizens.
Specifically, the Privacy Act sets out that a Federal Agency shall maintain “no record
describing how any individual exercises rights guaranteed by the First Amendment unless
expressly authorized” to do so. 29 Moreover, the Privacy Act and the related Freedom of
Information Act both provide certain access rights to records (limited by law enforcement
needs) and require federal agencies to file a list of the databases that the agencies
maintain. This is an additional check on federal authorities’ ability to maintain secret
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files unrelated to law enforcement goals. 30

Conclusion:
The Guidelines set forth an example of the way in which a law enforcement
agency can both provide for effective law enforcement intelligence and protect important
privacy and political rights. The Guidelines arose at a time in U.S. history when the
American public perceived that law enforcement had abused its power to undercut
legitimate political activity rather than to fight crime. This perception led the Department
of Justice to institute Guidelines that reflect certain basic principles.

First, law enforcement activities must be carefully reigned in to prevent an
impermissible attack on free speech and political activities. Both civil libertarians and
proponents of more aggressive law enforcement have criticized the Guidelines in this
connection. Civil libertarians argue that the Guidelines permit an intelligence
investigation without a tighter link between criminal activity and the actual activity or
advocacy of the targeted group. 31 At the time the Guidelines were published, numerous
U.S. congressional critics also suggested that the Guidelines were too permissive in the
use of investigative techniques, which could impermissibly infringe on protected
speech. 32 More recently, with an increased threat in the seriousness of U.S. domestic
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terrorism, supporters of tougher law enforcement have argued that the Guidelines are too
limiting for effective law enforcement. Interestingly, U.S. law enforcement has resisted
any effort to change the Guidelines to make them more flexible. 33

Second, in the area of criminal intelligence investigations there must be enhanced
supervision and controls. This must take place on two levels. Within the agency itself,
there must be higher levels of management review and supervision to ensure that
individual agents do not violate rules. The leaders of the agency must ensure that the
agents understand that their mission is to fight criminal acts rather than simply to keep
tabs on citizens. Outside of the agency, it is important to involve prosecutors in the
oversight of investigations. Although this does not mean micro-management of the
investigators, it requires the investigative agency to provide periodic reporting and
justification for its activities. This is both a way to target investigations so that they will
be more successful and a way to ensure that law enforcement agencies remain focused on
their crime-fighting mission.

Finally, there must be a clear statement of goals so that agents do not
misunderstand the mission and that those in the political branches of government
understand that law enforcement agencies are not to be used as their personal or party
enforcement agency. Although a party in power may see the opposition as “threatening”

endangering free speech rights and warning of the dangers of using confidential informants to investigate
political groups).
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to the government, as long as such “threat” is brought about by the free and fair exchange
of ideas, law enforcement has no role in defending the government in power politically.
Although there is no pat response for how best to balance law enforcement and civil
rights concerns, taken together, these elements provide helpful insight for any program
designed to preserve the capacity to fight crime while protecting civil rights.
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